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Crypto and digital assets regulation in the UK

Numerous jurisdictions across the globe are Our UK Financial Regulatory teams have
developing their own cryptoasset regulatory been helping new-to-market FinTech clients
frameworks—the UK is no exception. gain authorization, launch, and scale their
Cryptoasset businesses overseas looking to businesses in the UK for the past decade,
enter the UK market, or to offer services to making us Chambers UK’s FinTech Firm of
customers in the UK, will need to navigate the the Year 2025.

applicable regulatory requirements as well as

be cognisant of evolving policy developments. Our legal and consulting teams can help you

with all areas of UK financial regulation

Our Hogan Lovells teams are well-placed to alongside the developing framework for
support you. Our Digital Assets and digital assets, as well as regulatory and policy
Blockchain (DAB) practice is widely engagement with key stakeholders.
recognized for the breadth and depth of its

expertise and experience.

AML/CFT regime Safeguarding
Financial promotion Operational resilience
Regulatory engagement Conduct risk
Regulatory business plans Consumer duty

Governance and risk management Compliance frameworks and monitoring
frameworks

Senior management/board effectiveness
review and training
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The UK digital asset
regulatory landscape

Key regulators and government bodies

* The Financial Conduct Authority (FCA): regulates the financial services firms and markets in the UK

e The Prudential Regulatory Authority (PRA): regulates banks, building societies, credit unions, insurers, major
investment firms

* The Bank of England (BoE): central bank of the UK, maintains monetary policy and financial stability, and the
regulator of financial market infrastructures such as CCPs, CSDs, and payment systems

* His Majesty’s Treasury (HMT): the government’s economic and finance ministry, plays a key role in defining policy

AML/CTF regime
Certain types of cryptoasset business operating in the UK are
regulated by the FCA for anti-money laundering and
counter-terrorist financing (AML/CTF) purposes.

Retail ban on crypto derivatives
The FCA introduced a ban (effective since January 2021)
on the sale to retail consumers of derivatives and ETNs
which reference certain types of cryptoassets, (e.g.
bitcoin).

Financial Promotions
With effect from October 2023, the FCA’s financial
promotions rules were extended to cover
“qualifying cryptoassets”, and applies to online
communications by overseas entities as well as UK
entities. Only regulated firms can issue or approve
financial promotions.

Regime for cryptoassets,
including stablecoins
The UK s intending to legislate for a future

financial services regime for cryptoassets.
The FCA’s remit will expand from the AML/CTF
regime and financial promotions to cover wider

conduct rules in relation to activities involving

cryptoassets, including stablecoins.

Digital Securities Sandbox (DSS)
The DSS formally opened for applications in
September 2024. It is the first FMI sandbox
created under the powers conferred on HMT
by FSMA 2023 and provides a regulated
environment for financial market
infrastructures to test new technologies such
as DLT.

Importantly, the government intends to
deliver a pilot issuance of digital gilts

Lo .Staklng. through the DSS.
Legislation came into force in January 2025,
clarifying that staking arrangements do not
fall within scope of the definition of
“collective investment schemes”.
Central bank Legislative review
digital currency The Law Commission has carried out
The BoE is in the design extensive analysis on digital asset related
. hase of developing a issues e.g. smart contracts, property
Prudential treatment ;)otential retail “I()ﬁg%tal rights, private international law
The PRA and BoE are developing pound” as well as challenges, DAOs, and electronic trade
their apprf)aCh towards the exploring wholesale documents. Following the
prudential treatment of CBDC technologies. recommendation of the Law Commission,
cryptoasset exposures (in line the Property (Digital Assets etc.)

with the Basel Framework). The
PRA issued a data request in
December 2024 seeking to gather
information from firms to inform Tax
its approach.

Bill was introduced into Parliament in
September 2024. The UK Jurisdiction
Taskforce has also issued important
statements on the issuance and

HM Revenue and Customs transfer of digital securities and on
(HMRC) has issued digital assets and English insolvency
guidance on how UK tax law, with further projects expected on
rules apply in the context of the horizon.
cryptoassets.

Contact us to find out more or visit the Hogan Lovells Digital Assets and Blockchain Hub.



https://digital-client-solutions.hoganlovells.com/resources/blockchain
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The UK AML / CTF regime

Scope Registration

The FCA supervises UK cryptoasset Cryptoasset businesses in scope of the regime
businesses for anti-money laundering and are required to register with the FCA, prior to
counter-terrorist financing (AML/CTF) carrying out business in the UK.

purposes. The regime covers:

The application will involve submitting a

» Cryptoasset exchange providers (i.e. number of forms and documentation how the
cryptoassets for money or other business is governed and how it operates.
cryptoassets), including ATMs and those
issuing new cryptoassets. The meaning The FCA should come to a decision within 3
of “exchange” is defined very months of an application being submitted,
broadly. but only if the application is

+ Custodial wallet providers. considered complete.

Ongoing compliance Acquisitions
Cryptoasset businesses must comply with A person who decides to acquire or
ongoing requirements, for example: increase control over an FCA-

registered cryptoasset firm—so that they
e Having appropriate systems and become a “beneficial owner” as defined
controls in place to mitigate risks of under relevant laws—must notify the FCA
money laundering, proliferation and obtain approval, before completing
financing and terrorist financing the acquisition.

e Carrying out customer due diligence

and ongoing monitoring Not obtaining FCA approval in line with

. . the relevant rules is a criminal offence.
* Nominating an officer responsible for

reporting suspicious activities

How we can help
AML Regqgistration

» FCA registration: supporting you throughout the application process,

from drafting application documents to liaising with the FCA Too | klt
* Regulatory analysis: undertaking perimeter analysis to understand Our AML registration tool
whether or not your business activity falls in scope of the regulatory gives you practical guidance
regime, carrying out risk assessments of a new product or service, or on the requirements you must
any other regulatory challenge you may be facing meet, and our insight into the
o _ 3 _ expectations of the FCA. It has
* Mergers and acquisitions: carrying out legal due diligence in everything you need to quickly
cryptoasset firms (generally and on the regulatory health of the target), create best-in-class
as well as drafting and negotiating transaction documents documents for a

_ o straightforward and successful
+ FCA change in control approvals: obtaining the approvals you need registration application.

before acquiring a controlling interest in a FCA-registered cryptoasset
business

Contact us to find out more or visit the Hogan Lovells Digital Assets and Blockchain Hub.
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Financial Promotions in the UK

What is a financial promotion?

A financial promotion is an invitation or inducement to engage in investment activity, communicated by a

person in the course of business.

Generally, “investment activities” would cover activities such as buying, selling or trading qualifying

cryptoassets.

What is the restriction?

Under section 21 of the Financial Services and Markets Act 2000 (“FSMA”), it is an offence for a person, in the
course of business, to communicate a financial promotion, unless:

 that person is authorized,

» the content of that communication has been approved by an authorized person, or

 that person falls in scope of an exemption—for instance, there is an exemption applicable for cryptoasset

businesses registered with the FCA.

Applies to
overseas entities

In the case where a
communication originated from
outside of the UK, the restriction
applies if the communication is
capable of having an effect in
the UK.

(It is irrelevant whether the
communication actually has effect,

Many types of
communications and
arrangements are covered

This can include:

Content on your website
In-app communications

Social media channels, both
public (e.g. YouTube, TikTok,
Meta, Instagram, X) as well as

private channels (e.g. Discord,
Telegram)

Memes, livestreams (e.qg.
Twitch)

Affiliate marketing

as long as it is capable of doing
S0.)

Incentive programs

How we can help

e Training and guidelines: providing you with guidance that can be
tailored to your needs, covering the do’s and don’ts under the regime

» Compliance assessment: analysing your existing communications
against the rules and recommending uplifts, from specific pieces of
content or a review of all your social media channels

» FCA engagement: supporting you in directly communicating with the
FCA on matters relating to your promotions

* Ad hoc consultations: addressing any specific questions you have
or situations you may be facing (e.g. app store queries about your
compliance with the financial promotions rules)

Consequences
of breach

For example, the FCA can order
withdrawals of specific promotions,
and place firms on the Warning
List.

Knock-on effects can include
difficulties with app store listings,
damage to reputation and
relationships with business
partners etc.

lllegal communication of a financial
promotion is a criminal offence,
punishable by up to 2 years
imprisonment, the imposition of
an unlimited fine, or both.

Financial
Promotions
Toolkit

Our Financial Promotions Toolkit
helps guide clients through this
regime and ensure that they are
able to confidently operate in the
UK under the correct permissions.

Contact us to find out more or visit the Hogan Lovells Digital Assets and Blockchain Hub.



https://digital-client-solutions.hoganlovells.com/resources/blockchain
https://digital-client-solutions.hoganlovells.com/_uploads/blockchain-insights/HoganLovellsFinancialPromotionsToolDeckfinal2.pdf
https://digital-client-solutions.hoganlovells.com/_uploads/blockchain-insights/HoganLovellsFinancialPromotionsToolDeckfinal2.pdf
https://digital-client-solutions.hoganlovells.com/_uploads/blockchain-insights/HoganLovellsFinancialPromotionsToolDeckfinal2.pdf
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What to look out for

The regulatory landscape in the cryptoassets space is evolving quickly. According to the FCA’s roadmap, a stream of
policy publications relating to cryptoasset activities—including custody, staking, and lending—will be issued for
public consultation over the course of 2025-2026. The FCA expects all Policy Statements to be finalized in 2026.

When will we see rules on stablecoins?

The FCA has previously issued a discussion paper on its approach
to fiat-backed stablecoins. We are expecting further consultations
in the first half of 2025, including on proposed rules relating to
stablecoin backing assets and redemption.

Will decentralized finance (DeFi) be in scope?

In 2023, HM Treasury stated that it is premature to implement a
regulatory framework covering DeFi at this stage. At the same
time, there is no intention to ban DeFi.

For now, the UK will continue to take part in international
initiatives (e.g. through the Financial Stability Board and other
standard setting bodies) to inform its domestic approach.

What is happening in terms of UK policy?

The UK government is undertaking reforms to help the UK become
more competitive, promote growth, and drive down the cost of
business. This includes taking a new approach to ensure regulation
supports growth. An example of this is the FCA extending pre-
application support to cryptoasset firms.

The pressure on regulators to be growth-focussed will likely
influence the approach taken to developing the incoming
cryptoasset regulatory framework.

In addition to responding to upcoming consultations, there may
also be an opportunity to engage with regulators on existing rules
which may have been imposing significant—and potentially
disproportionate—burdens on industry players.

How we can help

e Horizon scanning and bespoke training: keeping you up

to date with the latest cryptoasset regulatory and policy
developments in the UK

e Jurisdictional comparison: providing guidance in
partnership with our colleagues across the globe,
particularly the EU and the United States

» Policy engagement: facilitating the conversation with
policymakers and regulators, from responding to policy
publications (e.g. upcoming FCA consultation papers), to
proactively engaging with regulators on specific issues

Cryptoasset rules to be finalized in 2026

Admissions (e.g. application to trading,
issuer due diligence)

Disclosure requirements
Market abuse regime for cryptoassets

Stablecoin-specific rules (e.g. backing
assets, redemption rights)

New prudential sourcebook covering
capital, liquidity and risk management

Prudential treatment of cryptoasset
exposures

Staking

Lending

Trading platform rules
Custody

Order handling and execution
Conduct rules

Consumer Duty

Complaints handling
Governance

Operational Resilience

Financial Crime

Further resources

Reqgulating Staking: A Comparative
Guide

Tokenized Deposits, Stablecoins, and E-
money: A Comparative Guide (UK)

DLT and Wholesale Settlement in
Central Bank Money: A Comparative

Guide (UK)

The Smart Contract Primer

Contact us to find out more or visit the Hogan Lovells Digital Assets and Blockchain Hub.
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https://www.hoganlovells.com/-/media/project/english-site/our-thinking/pdfs/digital-asset-staking-guide-v2-070225.pdf
https://www.hoganlovells.com/-/media/project/english-site/our-thinking/pdfs/digital-asset-staking-guide-v2-070225.pdf
https://www.hoganlovells.com/en/publications/tokenized-deposits-stablecoins-and-e-money-a-comparative-guide
https://www.hoganlovells.com/en/publications/tokenized-deposits-stablecoins-and-e-money-a-comparative-guide
https://www.hoganlovells.com/-/media/project/english-site/our-thinking/publication-pdfs/innovations-in-wholesale-settlement-in-central-bank-money---10012025.pdf
https://www.hoganlovells.com/-/media/project/english-site/our-thinking/publication-pdfs/innovations-in-wholesale-settlement-in-central-bank-money---10012025.pdf
https://www.hoganlovells.com/-/media/project/english-site/our-thinking/publication-pdfs/innovations-in-wholesale-settlement-in-central-bank-money---10012025.pdf
https://www.gfma.org/wp-content/uploads/2024/10/gfma-gdf-smart-contract-primer-report-2024.pdf
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Digital Assets

Hogan and Blockchain

Lovells

Our Digital Assets and Blockchain (DAB) practice is widely recognized for the breadth and depth
of its expertise and experience. We provide clients with streamlined cross-practice and cross-
jurisdiction support that utilizes our firm’s leading, global regulatory, financial market
infrastructure, and capital markets experience in the traditional finance space, alongside our
DAB teams’ deep understanding of the opportunities and challenges surrounding the adoption of
new technologies and asset classes in financial services.

Our commercially-oriented, forward-thinking lawyers have worked with clients across the full
ecosystem, including on:

Regulatory requirements for cryptoasset and
DLT-related activities

DLT Consortia formation and launches
(including drafting and negotiating member

d tati . . . .
ocumentation) Custody solutions (including triparty

On-chain payment and settlement solutions arrangements)

Trading platform launches and digitalized Regulatory and policy engagement advice

financial market infrastructure

Digital bond and tokenization of debt
instruments

Service providers facilitating the tokenization
of assets

Find out more

Sharon Lewis John Salmon Michael Thomas

Partner, Paris & London Partner, London Partner, London

Sharon.lewis@hoganlovells.com John.salmon@hoganlovells.com Michael.thomas@hoganlovells.com

Roger Tym Charles Elliott Mark Orton

Partner, London Counsel, London Senior Associate, London

Roger.tym@hoganlovells.com Charles.elliott@hoganlovells.com Mark.orton@hoganlovells.com

James Sharp Christina Wu Lavan Thasarathakumar
Associate, London Senior Advisor, London & Brussels

Senior Associate, London

James.sharp@hoganlovells.com

www.hoganlovells.com

Christina.wu@hoganlovells.com

Lavan.thasarathakumar@hoganlovells.com

© Hogan Lovells 2025. All rights reserved.


https://digital-client-solutions.hoganlovells.com/resources/blockchain
mailto:Roger.tym@hoganlovells.com
mailto:John.salmon@hoganlovells.com
mailto:Sharon.lewis@hoganlovells.com
mailto:Michael.thomas@hoganlovells.com
mailto:Charles.Elliott@hoganlovells.com
mailto:Mark.orton@hoganlovells.com

Americas

Boston

Denver

Greater Washington, D.C.
- Baltimore

- Washington, D.C. and Northern Virginia
Houston

Los Angeles

Miami

Minneapolis

New York

Philadelphia

Northern California

- San Francisco

- Silicon Valley

Latin America

- Brazil

- Mexico

Europe, Middle East and Africa

Amsterdam
Brussels
Dublin
Germany

. Berlin

- Dusseldorf
- Frankfurt
- Hamburg
« Munich
London
Luxembourg
Madrid
Milan
Rome
Paris
Middle East
« Dubai

- Riyadh

Asia Pacific

www.hoganlovells.com

“Hogan Lovells” or the “firm” is an international legal practice that includes
Hogan Lovells International LLP, Hogan Lovells US LLP and their affiliated businesses.

The word “partner” is used to describe a partner or member of Hogan Lovells
International LLP, Hogan Lovells US LLP or any of their affiliated entities or any
employee or consultant with equivalent standing. Certain individuals, who are
designated as partners, but who are not members of Hogan Lovells International LLP,
do not hold qualifications equivalent to members.

For more information about Hogan Lovells, the partners and their qualifications,

see www. hoganlovells.com.

Where case studies are included, results achieved do not guarantee similar outcomes
for other clients. Attorney advertising. Images of people may feature current or former
lawyers and employees at Hogan Lovells or models not connected with the firm.
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e Greater China
- Beijing
- Hong Kong
- Shanghai

» South East Asia
« Ho Chi Minh City
- Jakarta
- Singapore

* Tokyo
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